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* Grey-box testing
* White-box+Grey-box
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- The Penetration Testing Execution Standard (#PTES)
— http://www.pentest-standard.org/index.php/Main Page

« Open Source Security Testing Methodology
Manual(BE#HOSSTMM)

— http://www.isecom.org/research/osstmm.html

- Open Web Application Security Project(Z#OWASP)
— https://www.owasp.org/index.php/Main Page
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 Inte

ligence Gathering

— Target selection
- HIZEE

— Open Source Intelligence(OSINT)
- RELRIBFR

— Covert gathering

« MEMETETERBLEERS

— Human Intelllgence(HUMINT)

FZBABTK - WETBENIBE

— Identlfy Protectlon Mechanisms
« BEEIRLRETE
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« Threat Modeling

— Business asset analysis
« BEBEEDN

— Business process analysis
« BERBEDN

— Threat analysis
« BB

— Finding relevant news of comparable organizations
being compromised

- il Z Aol PAXEE
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« Vulnerability Analysis
— Active Testing
« FEPAIE
— Passive Testing
« HREDAIE
— Public research
- MALARNAFTREE
— Personal research
- BRETRS  EARESETRE
— Validation
- BRI D ITEAERRER
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« Exploitation

— Ensure counter measurement bypass
« GBAIRAEZ G

— Customized exploitation avenue
- BERENKEFIE

— Detection bypass
- MRBIRIBIFA 24t

— Type of attacks
- BEWEFX
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« Post Exploitation
— Infrastructure analysis
STRAAMREB DT
— High value targets
- ERSBEERR
— Business impact attacks
« FHEBER LU EEEHERE
— Cleanup
« BIREINEAHERESE
— Persistance
o TEIRIZEMIHE
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J008-10-00 0O:37:37.081) - 23184 12764 su.m Aqmlu opan - - - - 3 63333 thuHullon complete.”

2008-10-09 00:37:39.1 CHEVSROT 21384 12 SW_SQL0ut aConnect = = = = 2 41404 _“Falled to establish a commection to the data scurce: (Server: OwS&x01, Database:
2008-10-09 00:37: 59,363 ] CHSVERDT 21184 nru SH_SOLOut petiand ] = = = = 1 44910 “Fatled to ¢ COMPOct tO data source,”

J005-10-09 00:37:39.558] - 18508 16792 SaMessagemandler:: €3553% “Initdaldization cosplete.”

J008-10-09 00:37:39.637) - 3 A76 Sw Messagesandlier: :Open ©35335 “Imittalization <ow»-to.'

2008-10-09 00:37:3%. - %7, 4 Yor: ;Open €533 “Initialization cosplete.”

I008-10-09 00:37:40, OS] CHSVIROT 15900 20176 Sw_SQidutaonnect == = 2 AL “Fatled (o nublhh a (ornxuon to the data source; (Server: xS 01, Database:
2008-10-09 00;37:40, 308} CHSVER] $500 20176 Sw_sau 1 3 = = = = § 44910 “Fasled to comect to data

J008-10-09 00:317:40, 996 ] CHSVERDT Z1572 17844 S sQuiusaKonnect ion: SRR ot 0 T luhd to Qltabluh a cornnuon T0 the data source; (Server: Cwssds 01, Database:
2008-10-09 00:37:41,002] CHSVIRDT 21572 17984 Sw_Salousputhardlier::open - « » « 1 44910 “Fatled t0 conmect to data source.

2008-10+09 00137141, 205] CHSVERDT 18568 18792 Sw_SOLOITAOMMRCTION:Open « « = = 2 41404 “failed to establish a conmection to the data source; (Server: OxSSw01. Database:
2008+10-09 ©0:37:41,21% Sw SOl ouTputHand ler 3 = = 1 44910 “ratled TO COMRCT TO data source.”

2008-10+09 00137141, 980 w o« O L4951 TSuccessfully sTarted MICrosaft Systes Center Application virtwalization Managesent
2008-10-00 0056132, 714 e v 0 48952 Tsuccessfully shut down MIcrosoft System Center applfcatfon viFtualization wanapene
20081009 00156:32, 292 « « 5 65535 "shutdown coeplete.”

20081009 00:56:32.573 « =« S 65535 "shutdown cosplete.”

20081009 00:56:32.573 « = S £5515 "shutdown complete.”

200£-10.09 00:56:32,.573 = « S 65535 "shutdown complete.”

2008-10-09 0O:58:37. 378 35 Tinftialfzation cosplete.

2006-10-09 00:58:41.250 L lopen - - : 41495 “Failed to establish a connect1on to the data source: (Server: ChssQLOLl, Datadase: %
2008-10-00 00:55:41.2635] CusvseO? 1140 1164 outputrandler s iOpen - - - - 1 44010 “Falled to :omoa 10 data source.”

2008-10-09 00:58:41. 783 65533 ln!l!l"zu!m complet

2008-10-09 00:54:41.7 65533 “Infrialization m-phu

2008-10-09 00:38:41.796 Open 65533 In(ununim complete.

2008-10-09 00:38:43.24 (nsvnor n o8 - = = = 2 414% “Falled to nub‘l!sh & cornection to the data source: (Server: CHSSQLOL, Database: S
2008-10-09 00:38:41.234] CHSVSROT 3 1508 Sw_sSC ¥ = = = = 7 A14% “Failed to establish & cornection to the data source: (Server: CnSSQLOL, Dutabase: &
2008-10-09 00:38:41.234] CHSWSRO = = = 1 44910 “failed to connect to data soerce.

J008-10-09 00:58:43.7M] CHSVSROS 3 - = = 1 44910 laﬂod 10 Connect to duta soerce.”

2008-10-09 00:38:41.359] CHSVEROT 3 - = = = 2 41454 “Fatled to nubh‘h 2 cornection to the data source: (Server: CHSSQLOL, Database: &
2008-10-09 00:58:47, 359] CHSvSROT = = = = 1 44910 "Failed to connect to data sosrce,

J008-10-09 00:58:46, 128 CHsviRD? = = = = 0 44951 “successfully suﬂ« Microsoft Systes Center agplication virtualization Maragesert §
I008-10-09 01:15:25.292] CHSvERDT = = = = 0 42952 “Successfully shut cown M1Crosoft Systes Cemter Application virtwalization vanagesent
J008-10-09 O1:15:25,370} CHSvER( = = = 3 65535 "Shutdown cosplete.

2008-10-09 01:85:25. M6} CHSVER( * == = § 65535 "Shutdown cosplete. T

2008-10-09 01:35:26.632] CHSvERD L I | 655)5 TShutdown complete. ”

2008-10+09 01:15:26,698] CHSVERDT 1 =+ =« 5 65535 “Srutdown complete.”

20061009 O1:125:27.3967 « 5192 § Sw_Mes $ 65535 “inftfalization cosplete.

20081009 O1:15:28.673] CHSvSRDT 5192 5384 Su SR Oataconnection:iCpen « « « « 2 4149 “railled to ﬂubﬂsh 4 connection to the data sowrce: (Server: ChssoLll, satadase: S
2008-10+09 O1:15:28.673] CHSVSROT $192 $384 S _sCuoutputrandler:iOpen « - « « 1 24010 “railled 10 com«t TO data sowrce,

2008:10-00 O1:45:28, 958} « 7232 €396 Sw MessageHandler!iCpen - - S 65538 “infrtalization complete.”

20081009 O1:35:29.016] « 6400 7732 sw Messapenandler ! 10pen S 65535 “Initialization cosplete.”

2008+-10-09 01:15:29.079] - $732 6148 u))-cs Ageracdler | 10pen S 65538 "Infrialfzation cosplete.”

20081009 01:15:29.008] CHsvER0? 6400 /732 Se SOLOATACOMNOCTION. (Open « « « « 2 41498 “rFailed to osub!uh 2 comection to the data sowrce: (Server: ChssQuOl, Database: o
2008-10-09 01:15:29.904] CHSVSROT 6400 7732 Se SCroutputmandler: Open - - - - 1 44910 "failed 1o CoNNeCt 10 data source.

2008.10-00 01:15:30.278] CHSWSROT Y312 6306 Su SOLDATACOMNECTION: I0pen « « « « 2 §14% “rFatled to osublhh A cmuen O the data source: (Server: ChssquOl, Datadase: S
2008-10-09 01:25:30. CHSVSROT T332 6306 Su sCeoutputmandler: Open « - « - 1 45010 ‘nﬂoa TO COMECT 1O Jata Sourc

2008-10-09 01:15:30. 358] Cnsverd’ S712 6148 Su _SCEDAtaCornection: Open - - - - 2 41494 “railed to nublhh & cemou!en O the data sowrce: (Server: CHSSQLOL, Database: %
2008-10-09 01:1%:30, 5361 CHSWSROT $732 €148 S sQuoutputmandler: :Open - - - - 1 34910 “railed to connect to data source.”

2008-10-00 01:1%:351.383] CHSWSROT 5192 3184 TesOispateherz:inft - - - - 0 44951 m«us'ull{ suﬂod Microsoft Systes Center Tication vierualizat lon Maragesent S
J008-10-00 01:135:34.785] CnsVSRO? 7412 £120 Se L mxm!m« iLogMess 193613 Provider™ “Justin 2arb” TECHDES.O01/TECHOES. 001, 3Ft 0 40076 “Licenss Se
2008-10-09 01:15:36.041] CHSVSROT 7412 5120 Sw_RTSPHAnd] osetip 19363 lo&o "ot au der” “Jntin Zarb® TECHOES, 001/ TECHIES. 001,39 O 409€0 “sessfon Set
2008-10-09 01:36:01.926] CHSVERDT 7412 3832 a.ticm««wi:m« LogMess nu m ochuh Provider® “Justin Zarb® TECHDES. 001,/ TECHOES. 003,37t 0 40977 “Licerde Se
2008-10-09 01:16:01,976] CHSVEROT 7432 3532 TSPrandl eYeardown 19 xuono “Defasit Provider™ “Justin Zarb™ TECROES, 001/ TECHDES. 001.39¢ O 40901 “Sessicn Teardow
J00K-10-09 01:20:32.766] CHSVSROT 0400 J4dd m!cmxfwim Logress aa 15974 um “Default Provider™ “lustin 2arb™ SCWMCON, 001/ SCWAKON, 001,378 O 40976 “Licemn
J008-10-09 01:20:12.7¢6 ] CHSVERDT GA00 1444 Su_RTYSPHANdD eSetvp 18974 Cufault Provi “Justin hrb SOWMCON, 001 / SCVWMCON, 001, 51t O 40560 “Session Setup™
2008-10-09 06:31: CHEVERDT G400 5016 Su L icenseConduitLogger : (LogMessage ll’?l“m “Pefault Provider” ‘Hn Zarb™ SCMCON, 003_Package 0 40978 “License Abrorsal
2008-10-09 06;31; CHEVERDT 6400 M0 Sw_Stroutputrandler: inandleMessage - - - - 1 4491 (nan record fatled with «rw t

J008-10-09 06:35: HEVEROT 35732 1960 Sw_CatalonnectionPool; Reconnest - ufult Provider™ “Justin Zarb™ & .001 on, 001, 3t 2 41543 “Connection to data
2008-10-09 06: 3 37 5732 1960 Se_Serverauthent Scationtask::authorize - “Defauic frovider™ “Justin zvb l- WCON, 003, 37T 2 41472 “wodule execusd
2008-10-09 06:3 )7 5732 5348 Sw_suoutputrandlier: iHandleMessage - - - - 1 &491) “Create record fasled -1th crror %

2008-10-09 06:4 HEVERDT T432 €372 Sw DAt oMNecT1onPool i iReconnect - “Oefaslt Provider™ ecoe - 2 41543 “Connection to da A 3tore on host CHSSOLOL\BSQSTErS fatle
2008-10+09 O5:48; )T T432 6572 Sw_ServerAuthent icationTask:iauthorize - “Oefault Frovider™ ecoe - 2 41472 “Module execution failed.”

2008-10-09 06:48: )7 6400 5872 Su_DATICONNECTIONP00T  IReConnect ~ “Oefault Provider™ ecoe - 2 41543 "Connection To  @ata store on Post CHSSQuUOL\ssqsTirs falle
2008-10-09 06144! 07 7432 7864 Sw Scuoutputmandier:iHandlevess « » » o= 1 44911 TCreate record nﬂd -mn ercor (1),

2008:10-09 06:43: )7 6400 5872 S Serverauthent fcatfonTask: um 1ze¢ - "Default Provider™ ecoe - 2 £1372 “Mofule executfon failed.”

2008.10-09 08:33! )7 732 6508 u.ucmotmﬂmu'uw 231138567 "efault Provider” Swelshean SIMSNET, 005/SIMEART. 005 7.5t O £0976 “License sessi
20081009 08:33: HEVSROT S732 508 S _RTIPHANG setvp 23114 sar 'Mnlt Provider™ Swelshman SINSAET, 005,/SIeSNET. 005, 7.5t O 30960 "sessfon Setup™
2008410-09 08:39: CHSWSROT $7312 31960 a_utonsccmiw: LOQMEss 06584603 "Default Provider™ YeKSTWOOD SIMENET. oos/sntmr 008 7. sfe o mro “License Sess
2008-10-00 08: 39! CHSWSROT S732 ¥ SR RTEPHANA Ter ! 2 esetup N6 oo) “Default Provider™ YWESTWOOO SIMSNET. 005/SIMSACT.00S, 7.5t O 40980 © Setup”
2008.10-00 08:44: CHSVSROT T332 6302 a.Luauotmﬂulma--tws 1008015806 "Default Peovider™ DLANEY ADRDRS11.001/ADECREL1.001.3ft O 40’!6 ucmn sessfon
2008-10-09 08:44: CHSVSROT T332 6402 Sw RTSPHardler:: eset S806 "Default Provider™ DLANCY Anlnlnl 001 /ADRDRSIL . 001 ST O 40960 "session Setuwp”
2008-10-09 08:45: CHSVSROT 7432 1528 S LicenseConduitiogger : LogMessape 1008015806 “Default provider” ¥ ADRDRS11, 001 /ADRORELL.001.47C O 40977 "License Session
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« Exploit DB

— http://www.exploit-db.com/
« CVE

— http://cve.mitre.orqg/
- 1337 Day

— http://1337day.com/
« Packetstorm

— http://packetstormsecurity.com/
« SCAP

— http://www.scap.org.cn/
e Zone-h

— http://www.zone-h.org/

27
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Penetration Test Operating System

e

WmAamTwedme

#ANONYMOUSY - anonymous
IS NS - [
L] ¢ N2 syt

MATE Desktop Environment 1.2.0 [l

IN

IRGIVE




NEXUS 10 TABLET NEXUS 7 MINI-TABLET NEXUS 5 MOBILE PHONE
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« Update Kali
 Install Chrome
o BN

o MRIR/ZAG

— root/toor

vmwadare
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Update Kali

« BKali DUERZNF IR BR & 5or Y
— $ apt-get update
— $ apt-get upgrade
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dpkg — i google-chrome-stable_current_i386.deb

32
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« MRZLZHE FARIENEE
— apt-get install -f
— dpkg -i google-chrome-stable_current_i386.deb

File Edit View Search Terminal Help
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« vim /opt/google/chrome/google-chrome

google-chrome (/opt/google/chrome) - VIM
File Edit View Search Terminal Help

1k Ve DLJSs in xc
‘".TH _HOME : -$HOME/

imeapps.list" ] || touch "$xdg ap

3 s L = find the
if [[ -n ”$LD LIBRARY PATH" 11;

LD _LIEBRA Pu_ ATH= ”$HEHE:$HEHE£1
alse

LD LIBRARY PATH="$HERE:$HERE/1ib
ort LD _LIBRARY PATH
ort CHROME_VERSION EXTRA='"stable!

n't want bug
GNOME_DISABLE

a "$0" "$HERE/chrome" "$@" --user-data-dir




\
VPN 7843

. FTIBVPNIELR
— apt-get install network-manager-openvpn-gnome
— apt-get install network-manager-pptp
— apt-get install network-manager-pptp-gnome
— apt-get install network-manager-strongswan
— apt-get install network-manager-vpnc
— apt-get install network-manager-vpnc-gnome

— /etc/init.d/network-manager restart
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— HAEBERE
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— Email g5
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— EENER
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+ wappalyzer’ N TEBBIR
R —ERISPRE RN &
w7 - BUIAFSR R ATRRA -
PTEREVIETRES ~ BIR

1@@1’5%%&?4&5’]%
(RS : ,

« Shodan oJ AR Rt &= &R

IR HATAEIRRVIP ~ FREEU
it~ EE2aIPISERIRE AL
& S fa k= FRARYARTS - LA
KRz ERNER -

Q 24 T3 251 74
v biz_rr.com

Country United States
Organizatio Time Warner Cable
22 Ports

“

View Host Details
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- ip-address-and-domain + PortScant] U E B R 1)
INTEBR 7 RAEAE HHITEERET RIS
BA =AM i

TCPIPUTILS.com 84101114 URL/Domamn Name/TP Address:

| IPv4 IPVG ISP Domain My IP Options Help

) Start port: End port:
Home -> [Pv4 root -> 173/8 -» 173.194.112.0/24 -> 173.184.112.1 Scan all ports
Search Scan only open ports

IP information 173.194.112.1
IP address 173.194.112.1

Description Google Inc Scan TCP ports

Location Mountain View, California, United States (US)E

Registry  arin | Scan commoen service ports |

Scan vulnerable ports

Network information

IP address 1731941121

Reverse DNS (PTR record) fral7s27-in1.1e100.net

ns1.google.com (216.239.32.10)

ns4.google.com (216.239 38.10)
DhSEEE SR et A RaEan )

ns2.google.com (216.239 34.10)
ASN number 15169

Developed with ¥ in India by Abhyjeet Ashok Muneshwar

ASN name (ISP) Google Inc.

173.194.112.0/24

Ireem 2 s 173.194.112.0 - 173.194.112.255

Pina 173.104.112.1 T

38
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» Google hacking
« EREAINE
— Maltego
+ Dns E&FHE

/IfﬂT

— Dnsmap
— Dnswalk
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« site: (.edu, .gov, honeynet.org.tw)
« filetype: (txt, xls, mdb, pdf, .log)
« Intitle / allintitle

e Inurl / allinurl




NARLabs
GHDB with Chrome

« Google Hack Data Base - application to work with
GHDB. Choose a category and click on the necessary

query.




SHODAN

y & e X Wm@@g
& C A @ https://www.shodan.io Girl« %P @IIBAFAMeR e S oS @O
! ZBEE [E Facebook [ Security ([ EfEHE#E (J Linux (J B=EE= [ 1337Forums-Hac.. [ (J Web (] Network (] Learning (] Ebook (J EE (7 a2 Cj 8 D Java » [ EQES

". SHODAN Login or Register

S

The search engine for Buildings . . ; - SHANGHAL

Shodan is the world's first search engine for Internet-connected devices.

Create a Free Account

Y

Explore the Internet of Things See the Big Picture

Use Shodan to discover which of your devices are connected to the internet, Websites are just one part of the Internet. There are power plants, Smart TVs,
where they are located and who is using them. refrigerators and much more that can be found with Shodan!

Monitor Network Security Get a Competitive Advantage

Keep track of all the computers on your network that are directly accessible Who is using your product? Where are they located? Use Shodan to perform
from the Internet. Shodan lets you understand your digital footprint. empirical market intelligence.

https://www.shodan.io/
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B Maltego Radiu
W Invesigate  Manage  Organize
S % %%
Stop all New  Manage
Madme Machines || Machine ~Machines
2] Paletie | « x J 23 stertpage x|l amphone = |5 govuk | New Graph (1) = x skl G Running Machines | » x|
=l Devices [ Wanview | subbleview Enttyist 66 @ | = | D oy & 3(F) o2 >
X Twitter Monitor
g oo — 1% z
2
slsbrtanadli | The sample Python library for interfacing with.\. [maltego] 2
= Infrastructure 3
5 AS Waiting for next iteration...
& 5 internel
delete() A
F DS Name 2060
- SRR incomging
outgoin
g Domain . outge g0 -
T ' = Time to next run: 3s
2™ f\ddfefﬁ e a {
S0 il Vi |
B MX Record N ) RT @kylemaxwell: | wrote some pretty terrible.. D“.‘Ev)"elallwlew | » x
® 4 DNS mad exchange r=o| itego - Additional Foatprinting Tool... : -
= "N - details
RT @kylemaxwell: The sample Python library fo| .
Twitter info
s AT @kylemaxwell 1 wiot bl |
protot d El
E I
e Webste (&
@ oo some pretty terrible prototype code 7T
il Penetration Testing
= Personal = Property View | » x
oy Alias = Properties a
e Type Twit |
Document B Twit RT @kylemaxwell: I wrote som...
A document on the . \ TwitD tag:search. twitter.com, 2005:... |
- Email Address ‘ Author Barely3am (Barely3am) 1=
R Author URI http: twitter.com/Barely3am |
@ Image #maltego RT @kylemaxwell: | wrote some pretty terrible Content RT @<a dass=""href="https... |
) Image Link http://a0. twimg.com/profile_i... "
g S - Date published 2012-08-16T10:43:402
ehone N Title RT @kylemaxwell: T wrote som...
& o?e”\jirl ver 2 ™ | = Dynanmic properties
L ad K] i ’ Clizece httn:{/a0 twima comforafile i
[T output
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| »

Paterva » Main Page » Community » Registration

Registration

Community Edition

BRI -]
Reset Password Resend Ac‘ivaﬁo"

Welcome to the Maltego version 3 community edition page, here you will be able to register an account that you can use with the NEW community edition!

Register

Register an account today for free!

Firstname

Lastname

Organisation

Password

| |
| |
| |
Email Address | ‘
| |
Password Confirmation | ‘

* https://www.paterva.com/web6/community/maltego/
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Malteqgo

Edition 3.4.1

Organize Machines Collaboration

& select Children « Add Children ,'.i Select by Type =

r 60 A . e
[ l . Copy Number of Results H . n © o Select all 4 Add Similar Siblings  #%,
4 Cut - - & Invert Selection g+ Add Path ¥ Select Neighbors 31 Add Neighbors 4 Select Links ~
uic
Find

: L/ _
Paste Clear Q Entity .
- All 9 Delete Selection gg Select None &'e Select Parents ¥ Add Parents 9 Select Bookmarked =~ T Reverse Links

[a] Palette Ef Mew Graph (1) x L+ B-0ol 5 overview

Y UevICEs

Main View ” Bubble View || Entity List

B Device
A device such as a phone or camera

Infrastructure

AS
An internet Autonomous System (AS)

DNS Name
Domain Name System server name Eﬁ Detail View

Domain

An internet domain ry Domain

IPvd Address r 4  maltego.Domain
el A & | aterva.com

An IP version 4 address

MX Record

A DNS mail exchange record
NS Record

A DNS name server record
Metblock = Property View

An internet Autonomous System (AS) @ Properties
URL Type

An internet Uniform Resource Locator ( Domain Mame paterva.com
WHOIS Info

Website
An internet website @ Graph info

@ Locations

@~ Penetration Testing
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nux Edition 3.4.1
Organize Machines Collaboration
3] h P el & 5 A N -
( li . Eopy Number of Results [ E oo Select all £+ Add Similar Siblings 4% Select Children  #t add Children 1 select by Type
4 Cut ; ® Invert Selection g7 Add Path ¥ Select Neighbors 1) Add Neighbors 4 Select Links ~

Paste Clear Entity .
&l € Delete Selection s Select None 4o Select Parents T Add Parents W Select Bookmarked ~ T Reverse Links

Palette 7, Start Page = |Elf Mew Graph (1) L+ D-Dol 7 overview

Y uevices

Main View || Bubble View || Entity List

g Device
A device such as a phone or camera

2 Infrastructure

An internet Autonomous System [ AS)

DNS Name
Domain Hame System server name E% Detail View

Domain
An internet domain ry |:' IMI&in
IPv4 Address see

An IP version 4 address

MX Record

A DNS miail exchange record

= NS Record

A DNS name server record

Netblock = FProperty View
An internet Autonomous System ([ AS)

nche.org.tw ”jf nchc org.tw

@ Properties
— URL Type

L . .
An internet Uniform Resource Locator ( Domain Name nche.org.tw

Ba Website WHOIS Info
An internet website (o] Graph info
@ Locations

@ Penetration Testing
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Malt Zali Linux Edition 3.4.1

Organize Machines Collaboration

o A _— s ) A : -
[ 'l .- Copy Number of Results :1 4 Select all £ Add Similar Siblings £, Select Children  #%, Add Children 1 select by Type

27 Invert Selection g+ Add Path ¥ Select Neighbors 31 Add Neighbors % Select Links

Paste Clear Entity . .
7 All 9 Delete Selection sg Select None d's Select Parents +'e Add Parents W Select Bookmarked ~ T Reverse Links

[a] Palette Ef New Graph (1) x L[ - B~0ol 7 overview
Y LUevices
m Main View ” Bubble View || Entity List El @@ m

B Device
A device such as a phone or camera

Infrastructure

AS
An internet Autonomous System ( AS)

DNS Name —
Domain Name System server name Eﬁ Detail View

Domain
An internet domain

IPv4 Address

An IP version 4 address

MX Record

| @ Run Transform ¥ All Transforms nain
DNS from Domain

4

N ’

gD omain owner detail 4 hC.OI’g.tW
4
»

Ego.Domain

- ®|Email addresses from Domain
A DNS mail exchange record To Website DNS [using Search Enginel = @|Files and Documents from Domain
NS Record To Website [Quick lookup] Other transforms

A DMS name server record All in this set All transforms

Netblock Type Actions = Property View

An internet Autonomous System [ AS) .
Copy 9 Properties
=L . Copy (as List) Type
An internet Uniform Resource Locator ( cut Domain Name nche.org.tw
n . .
Website WHOIS Info
An internet website Delete @ Graph info
@~ Locations Weight

@ Penetration Testing
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L

Paste Clear

Investigate

Eany Number of Results

s Cut
O Delste

All

Palette

Y uevices

Device

A device such as a phone or camera
Infrastructure

AS
An internet Autonomous System (AS)

DNS Name

Domain Name System server name

Domain

An internet domain

& Locations

@ Penetration Testing

IPv4 Address

An IP version 4 address

MX Record

A DNS mail exchange record

NS Record

A DMS name server record

Netblock
An internet Autonomous System (AS)

URL

An internet Uniform Resource Locator (

Website

An internet website

Organize

Machines

L&

Entity
Selection

Collaboration
H 4 select All

& Invert Selection
o5 Select None

/} Start Page =

Elf New Graph (1)

Edition 3.4.1

A add Similar Siblings
&7 Add Path

d'e Select Parents

k4

Main View || Bubble View ”

Entity List |

& select Children

= s

8 Select Neighbors 31 Add Neighbors

++ Add Children

¥ Add Parents

;[ Select by Type =
4 Select Links ~

* Select Bookmarked = T Reverse Links

[« + M ~-0o0 7 overview

(a

nche.org.tw

nsl.nche. prg.tw

1

s

ns2.nche.org.tw

= output - Transform Output

Running transform To DMS Mame - NS (name server) on 1 entities.

Transform To DNS Name - NS [name
Transform To DNS Name - NS [name

server)
server] done

returned with 3 entities.

Elf Detail View

vy

+ Relationships

Domain
maltege.Demain

nchc.org.tw

= Property View
@ Properties

Type

Domain Name

nchec.org.tw

WHOIS Info

@ Graph info
Weight
Incoming

Cutgoing
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DNS#2 $h04E R

« DNS record
— NS(name server): 4313, &5
— A(address): 4813 2 18 P ¥ FE R IPvA T 31t
— AAAA(address): 4813l 2 7 Fir ¥t FERYIPVO iz 3Lk
— MX(mail exchanger) : &4 {al R a8
— PTR(pointer): 2 &
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NSEHEE
« A AFHENER

http://www.whois365.com/tw/

/

IP {frht - 58 63 238 212
PIR : —

éﬁ WHOIS ﬁ%ﬂ WS WHOIS 48 : whois.apnic.net43

% [whois apnic net]
% Whois data copyright terms httpo//www._apnic_net/db/dbcopyright_html

BRI A8 P fidl |58 63238212

% Information related to '68 60 0.0 - 58 63 2565 255

inetnum- 58 60 0.0 - 58 63 255 255

netname: CHINAMET-GD

descr CHINANET Guangdong province network

descr: China Telecom

deser No 31 jingrong street

descr Beijing 100032

country: CN

admin-c: CH93-AP

tech-c: ICB3-AP
1B o mint-by- APNIC-HM

mnt-lower: MAINT-CHINAMNET-GD

mnt-routes: MAINT-CHINANET-GD

E status: ALLOCATED PORTABLE
i DN laﬁ{hgﬁﬁﬁ}gﬁﬁﬁ FEMATKS: ~+-+-tmbob bbb od bbb obob bbb bbb bbbt
his object can only be updated by APNIC hostmasters.
o update this object. please contact APNIC
ostmasters and include your organisation's account
remarks- name in the subject line.
FEMArkKs: —#-t-t-totototototodobottododobotod bbb bttt ot
changed- hm-changed (at) apnic net 20050816
source: APMIC

B EESEAE (TR Intto )" URIE; lwww.” ) 3 1P frlt - A NEGE

person: Chinanet Hostmaster

nic-hdl: CH33-AP

e-mail- anti-spam (at) ns_chinanet cn net
address: Mo.31 jingrong street beijing
address: 100032

phone: +86-10-685601724

fax-no: +86-10-58501724

country: CN

changed: dingsy (at) cndata com 20070416
mnt-by: MAINT-CHINANET

source: APNIC

1 person: IPMASTER CHINAMNET-GD
nic-hdl: IC83-AP
e-mail- ipadm (at) 189 cn
address: NO 1 RO DOMNGYUAMNHEMG YUEXIUMAN GUANGZHOU
phone: +86-20-83877223
fax-no: +86-20-83877223
country: CN
changed: ipadm (at) 189 cn 20110418
mnt-by: MAIMT-CHINANET-GD
remarks: IPMASTER is not for spam complaint.please send spam complaint to abuse_gdnoc (at) 189.cn
abuse-mailbox- abuse_gdnac {at} 189 cn

source: APNIC 50

% This query was served by the APMIC Whois Serice version 1.68 (WHOIS3)



B8 5% Dns Zone transfer

ﬁﬁ ( A8 10B238 () - 85 4R MAE GBEA

INFO SECURITY e SR E S 5 B | -ﬁmag SN < TR R =
(TS Tk s i3 RS/ Ho R B S R e D P Fy A
HH | ERHE | BTOEE | fide | EXRdl | EEAEE | EX2PE | BATRATIA | VP [tedEa]:
w5 - Sl im O @ -
! : )
EE_IE EZ

FEHDNS IS AT BUK - 15 THEIEK EREREST] )

P LI 3 £¥1?

F ¢+ BREEE -05/12/2014

BEEABEERAR  LEESLUSENEFAZEERY
EEIER Pt - BEEEA 0 BREEASRERTLE
BRE A » REISERTFBiR LEYDNS BHEEA N E (Zone
Transfer) » [E 2 A A RRGEEMD A RFETRE ES L

HEi 5 MhE B/ GLWEREMEEFEE  maEE MBIEERS | BUE RRMATSBIHE

2E EFEH - AUHTEEEFRRER  ERAFESE e \
EEERET & - fféé;iﬁt?ﬁﬁﬁﬁﬁi HiEREEE
Hacktivism# B BEREBI AT 208
BREHDEVCORERE BT EF ML — M - 12 #
Alexa TW Top 5252 hH48{H4EIN {77 FEH Zone Transferifgid * DEVCOREHT EHIE R IR ¢ {BBIHE LT Shellshock
ERT BB —RE ITREEEZEETHENNENE  EHEFWEEH - 2% ;*S-*Rﬁéliﬁiﬁﬁ RUEEERESN
PRIt BFEH  REEERA M HRMBEE - ESEMEREERER - S
£ BFFEERTE? <HBAREEZZ

FHEEE—THEL B—RNEBEREERENME  EWindows R ABZIFRFETHE N

http://www.informationsecurity.com.tw/articl
e/article_detail.aspx?aid=7846
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2855 Dns Zone transfer %@ 4|

e Linux #8]

— dig +nostats +nocomments +nocmd NS
zonetransferme

— dig axfr zonetransferme @nsl12.zoneedit.com
Windows #1828l
— nslookup -type=ns zonetransferme
— nslookup
server nsl2.zoneedit.com
e 40l =1 A1 = A AT DM C : \Users \ehingshiung>ns lookup ~type=ns zonetransfer.me

Tﬂﬂﬁﬁ#: UnKEnown
fddress: 172.28.18.1

AR

zonetransfer.me nameserver

ml._digi.ninja
m2 . digi.ninja

= nszt
= nszt

zonetransfer.me nameserver

http://digi.ninja/projects/zonetransferme.php
52



Z8H% Dns Zone transfer % 4|

C:sUsersschingshiung¥ns lookup

Fhax (A AF=4:  UnKnoun

Address: 172.280.18.1

» server nsztml . digi.ninja

iﬁiﬁﬁﬂﬂﬁéﬁ: nzztml .digi.ninja
Address: 167.88.42.94

* 1l —d zonetransfer.me

[ns=ztml .digi.ninjal

zonetransfer._me. S0A neztml .digi.ninja rohin.digi.ninja. <2814
16815681 1728060 908 12076080 3608>

zonetranzfer.me. THT "google—site—verification=tyP28J

PJAUHA? f w22 HEMgc CCRI 6 R Bmmo U iB4U1Me wael

zonetransfer._me. M a ASPHE . L.GOOGLE . COM
zonetransfer.me. M 18 ALT1 .ASPHX .L.GOOGLE . COH
zonetransfer.me. M 18 ALT2 .ASPHX .L.GOOGLE . COH
zonetransfer._me. M 28 ASPHE2 . GOOGLEMAIL . COH
zonetransfer.me. M& 28 ASPHE3 . GOOGLEMAIL . COM
zonetransfer._me. M 28 ASPME4 . GOOGLEMAIL . COM
zonetransfer._me. M 2a ASPMES . GOOGLEMAIL . COM
zonetranzsfer.me. A 217147 _188_.162
zonetranzfer.me. nzztml .digi.ninja
zonetransfer_me. nzztm2 .digi.ninja
priority=A, weight=A, port=586H. www.zone

164188147217 _IN—-ADDR.ARPA . 2onetransfer. me
asfdbauthdns i asfdbbhox.zonetranzfer.me
asfdbhox 127.8.8.1

asfdbvolume 1 asfdbbhox.zonetranzfer.me
canherra—office 282 .14.81.238
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dnsmap

- Dnsmap E—{E=PILE subdomain E Adnsmap
SN =
« Example:
— dnsmap naver.com

byilt-in wordlist
ond(s) betw requests

beta.naver.com
IP addr

https://code.google.com/p/dnsmap/
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dnswalk

« dnswalk2— & o] LURIE VRV dns @& B zone transfer
79 /)\ _E 0

« Example:
— dnswalk abc.om.

(~# dnswall
defined(@array) 1s deprec: Jusr/bin/dnswalk line 61.
(Maybe you should ]uat umit the defined()?)
Usage: dnswalk domain
domain MUST end with a '.'
:~# dﬂswa1F ocu. &du tw.
defined[@array] is deprec Jusr/bin/dnswalk line 61.
aybe you Shuuld JUat umit the defined()?)
edu.tw.
o transfer of ocu.edu.tw. from ns@l.ocu.edu.tw

= j@l.mcu.edu.tw contact=root.rsZ.ocu.edu.tw
o]s w NS dns.bi.ocu.edu.tw: unknown huJT
cloud-G1 .ocu.edu.tw A
W cloud-02.ocu.edu.tw A 10,
\: cloud-03.ocu.edu.tw A

1.8.11.1: no PTR

: ﬂ; FTP ru-urf
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J #3F B -Nmap

NARLabs

. NmapEEﬂFyodorVaskovichﬁﬁl%ﬁﬁéﬁﬁ—ﬁﬁﬁﬁﬁﬁéﬁﬁﬁﬂ

F.I_'a'_

o Nmap=EZHREr ¥ AR iR In
FHREIVER - FEERAARA.. 5E

« ZenmapZnmapHIE

=]

FAET T E AR

ET%%?EH,.H REERIE -

E, H((( =

O - B¢ || @ Nmsp- Free Secuity Sca | | 3

Refare
NMAP: ORG Before

Dovwnload

Stop Breaches

Th O ir
ey UCcu

an YOU h

2
.

Bug Reports OS Detection
In the Movies

anme‘;rr:;t' p\::’w:rlgme bad guys already
Guide Book Install Gui
Changelog Zenmap GUL Docs
Propaganda  Related Pr
In the

Fix What Matters, or Deal Wit

(with Risk IO & Nmap)

Your vulnerability scanner can identify issues
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-sT B EZEIIITCP E43
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-P I EEENIFHEE
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Nmap NSE Script

« NmapfIlIAR5|Z - 2BAINmapRIEBEANSGE - EH
ANITELERAN DS ZEZROBE TR -
ERZARBUOILIESBCBENRIA - 3m e T/

= Profile Editor ’ . =

nmap -sh -T4 -A v

Help
Operating system detection

| Proﬁlel Scsnl Ping| Scripting |Tsrget| Sourcel Otherl Timing|

+ |Categories: discovery, safe -
Y E Attemnpt to discover the

[] address-info Retrieves information from a listening acarsd operating system running on
[ afp-brute daemon. Acarsd decodes ACARS (Aircraft remote systems.
Communication Addressing and Reporting
[ afp-ls System) data in real time. The information
[ afp-path-vuln retrieved by this script includes the daemon
version, APIversion, administrator e-mail

m

[ afp-serverinfo

[ afp-showmount Arguments |

F ajp-auth Arguments values

| »

acarsd-info.timeout
[ ajp-brute
[] ajp-headers

4 rrr.|. [

acarsd-info.bytes

m

T | unittest.run

1|

Add Bemove

lgancell ’ ESa\re Changes
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el 2 484F e —Nmap

« nmap-A127.0.0.1
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TCP Connect /Full | Half Open Scan

SYN Packet+ Port(n)

>
SYN/ACK Packet
<€
ACK + RST
>
SYN Packet+ Port80
>
SYN/ACK Packet
<€
RST

SYN Packet+ Port 80

RST
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Xmas / Fin Scan

FIN,URG,PUSH
>
NoResponse
<€
RST
<€

Flag=>URG,ACK,RST,SYN,FIN

FIN

NoResponse

RST/ACK

Flag=>FIN
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Null / UDP Scan

Tcp Packet with No Flag Set

>
NoResponse
<€
RST/ACK
<€
Flag=> NO
Open on UDP Port 20 ? >

NoResponse, if port is Open

an icmp port unreachable

<€
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l"-r" .- .r._-.‘. "

"{"‘b R .p

D'CT'ONARY ATTACK, What is a Rainbow Table ?

D)
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Big. Fast. Cheap.
‘ » ~ Run your netw(.n‘l\
@ | - handshake ugumst‘
| | 300.000.000 words
" in20 mjmltcs 4
An online password cracking service for penetration testers and | for $17.
network auditors who need to check the security of WPA protected = ——————
wireless networks, crack password hashes, or break document

encryption.

Start Cracking

File Type WPAWPA2 :

Handshake File ?'*Rigi?ff-ﬁﬁg__,g

= themenciney |

Next »

Handshake

https://www.cloudcracker.com/
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« Hashcat —f O] U EGpuEBEHETEHBNHEE - K5
o] PUETTTEWindowsELinux 3 —Z - INEETR RO E AR ANHY
N RERENFET - 1 OJEITEES

hashcat

advanced
password
recovery
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hash-identifier

- Hblackploit PFTFE 4% - MEARENRAFT X
identifier oI DAZE BNIRIREZE [ #% - /RPIEARF

FER
« Encryption formats supported:

— ADLER-32

— CRC-32

— CRC-32B

— CRC-16

— CRC-16-CCITT

— DES(Unix)

— FCS-16

nash-

B N5




hash-identifier

root@kali: ~

File Edit View Search Terminal Help

~# hash-identifier
e AL A e At A A8 Lk

FANAVANRY NN N TN
AV AN VA U W VAN
T VAN NN
AT Y W S L WY
VAN AU /
AV AV .
By Zion3R #
www .Blackploit.com #
Foot@Blackploit.com #

e e

#
#
#
#
#
#
#
#
#
#

HASH: elfadc3949babSabbebtel@b/T20TE83e

Possible Hashs:

[+]
[+]

MDS
Domain Cached Credentials - MD4(MD4( ($pass) )-{strtolower{$username)))

Least Possible Hashs:

[+]
[+]

RAdmin vZ.x
MNTLM
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« Online Attack
— Hydra
 Offline Attack
— Johnny - GUI for John the Ripper
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W5 h B2 - Hydra

+ Hydra —HEWBHARE  STESSEENRT - L6
HEFH A -

« Hydragl IZEWindows ,0SX, Linux FIRIE NH1T -




EAS A AE- Hydra

NARLabs

xHydra

Quit

Target ‘ Passwords Tuning Specific Start

-Target

® |SingLe Target|

I[lZ?.0.0.l

O Target List l

[] Prefer IPV6

N

Protocol lafp

-Output Options

[ Use SSL

] Show Attempts ] Debug

hydra -l yourname -p yourpass -t 16 127.0.0.1 afp

[] Be Verbose

Quit

Target | Passwords ‘Tuning  Specific | Start

xHydra - (O

® Username

Username
| root I

) Username List [ ]

[J Loop around users

-Password

O Password [ ]

@ Password List

-Colon separated file

[] Use Colon separated file l

[J Try Llogin as password [J Try empty password

hydra -l root -P /root/pwdlist -t 16 127.0.0.1 afp

70
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Y205 12 AP E

« Windows ZH51E?

— C\winnt\system32\config
o LinuxZE4E7

— /etc/shadow
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LS AZ-John the Ripper

« —®Open SourceWFFERFE I - 2—EARESHE
NAYIE N E VK AR LA RO B RS ERES - T2 SRYE
DES -~ MD5 SFIN& S NE ETKAEE TIE -
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N\

EHS M AE-Johnny

Johnny l_=._|_5,_|-;.¢_
File Attack Passwords
Ty TRy N
. 0 ! =
Cpen Passwd File §Open Last Session | Start Attack Resume Attack Pause Attack | Copy
— L
Passwords 1
. i
Options
] -] Di
Statistics
( X
@
| Settings
i
Il Output
q
?
v
f
3
u 0%
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N\

EHS M AE-Johnny

Johnny Lz_l_g_l_;;_
¢ File Attack Passwords
4 3 9
& . g 7% H
3:: Open Passwd File Open Last Session | Start Attackf Resume Attack Pause Attack | Copy
@ User Password Hash GECOS : :
i S5 11 root $64mFELb.. 16294:0:9999%:7:: '
- Z_daemon * 16292:0:99999:7::
Options | 3 by * 16292:0:99999:7::
| lDi 4_sys * 16292:0:99999:7::
‘ Statistics Z sync * 16292:0:99999:7:::
X 6 games * 16292:0:99999:7:
Settings | |7 ran * 16292:0:99999:7::
8_I.p * 16292:0:99999:7:
| outeut | g gy * 16292:0:99999:7::
?news * 16292:0:99999:7:
?uucp * 16292:0:99999:7:
;proxy * 16292:0:99999:7:
; ;www—data * 16292:0:99999:7:
?backup * 16292:0:99999:7:
Elist * 16292:0:99999:7:
I ;irc * 16292:0:99999:7:
3 ?gnats * 16292:0:99999:7:: ]
u 0%

74
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N\

EHS M AE-Johnny

Johnny HI!J-A

File Attack Passwerds
= C
) ?{ by H !
Cpen Passwd File Open Last Session | Start Attack Resume Attack Pause Attack | Copy
User Password Hash GECOS
Passwords [ R toor $6$mFELBWP2%0f3WJz... | 16294:0:99999:7::
) s Z_daemon » 16292:0:99999:7::
Options | |3, * 16292:0:99999:7::
lDi 4_sys * 16292:0:99999:7::
Statistics 5 [sync * 16292:0:99999:7::
% ﬁ_games * 16292:0:99999:7::
Settings | |7 man * 16292:0:99999:7::
L ::»} S_Lp * 16292:0:99999:7::
] output | g gt * 16292:0:99999:7:::
?news * 16292:0:99999.7::
I ?uucp * 16292:0:99999:7::
?proxy * 16292:0:99999:7::
?www—data » 16292:0:99999:7::
| ?backup s 16292:0:99999:7::
! Elist * 16292:0:99999:7::
?irc * 16292:0:99999:7::
I ?gnats * 16292:0:99999.7:: ]
% (1/1: 1 cracked, O Left) []




