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2. iRTEER
A0 SOP P » A ipen k TR 4o T
® iT% i FreeBSD 8.2-RELEASE
® BIND <+ :9.8.1
2.1. 2 Ports Collection % % BIND
BIND 9.8.1 i=** ports tree # #1dns/bind98 ™ » 2% i 2L d-p 4F*7 &
2 BIND 9.8.1 #r ainiz & ¢

# cd /usr/ports/dns/bind98

:fq-—*‘ BT %all m"’“”’ .

# make config

AL FE B
® SSL: % = DNSSEC #t& P2 E R & ¥ 2 ShzE# it ©
® REPLACE_BASE : i base system ¥ 2_ £ BIND ( &
FreeBSD 8.2 * #_BIND 9.6.x) » i# & SLEcds PRIFPFFE * FT5% o
® SIGCHASE : i¢ dig #7 DNSSEC sk s ae » L% £ 56 5 2 ¥
Rl ko

ﬁx]g KE‘.f‘!‘ P%i 7 ;E“:

# make install clean



3. ARk T
3.1.4%-BIND % 7_7 FF 8 pF p & b

"URiEE B o Jetc/re.conf 3K A

# vi /etc/rc.conf

R R TIPS

named enable="YES"

BIND = ¢ ** i {7 § # g

3.2. # f= DNSSEC Resolver # st

" BB B Ex Jetc/namedb/named.conf & Z_4F -

# vi /etc/ namedb/named.conf

”/\);L';‘,#'é_’ﬂ J,l"_')\

dnssec-enable yes;
dnssec-validation auto;
dnssec-lookaside auto;

¥ B gz BIND 7 DNSSEC Resolver # i; o H 484 g~ & DNS
Resolver & Z_fp ¢
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1) i 3 I /Ef# 45 5% DNS 4
2) i % I /217 DNSSEC i

T f fEd7 chge s (2B 2 ¢t > client 2 B2 DNSSEC 7 #f 4 ) »
- BRI T RAT S GRETE S IDPRRERE o
TRV ER ER U £5 Client i i7dp 4 - ZRRIET & &

Resolver } # 7 » 1 rx (%pliR e Frfd o

4.1. 7347 % DNS %3
- i DNSSEC resolver » O % 1247 DNSSEC iz b » 3%
DNS g2 & 4 I Fi - urfwm Moo bip- ] & APRTRE
ikt 2% DNS % » 2 £ DNSSEC g 4 -

A F 3 ke s www.ntu.eduttw e P e i A 32 DNS @ 7 L 32

DNSSEC Z#f#47 > i H 7 1 Z AP LT s B ik o
g * hclient 34 & Linux > 3447 dig 45 4 R RI3# o & ¥ o dig ik
A& F 52 BIND 9.7 12+ o

247 % DNS 5 - i client sh7 b s 3 p)2%

1) 12 DNS client j#47 DNS 3
2) 12 DNSSEC client %47 DNS %3



T A SRR gy £ % b

1) 2 DNS client f#15 DNS i 3
EREHE- S Linux e Biv i client & * T g 4
# dig www.ntu.edu.tw @myresolver
# ¢ myresolver -5 4 5 3 F A 17 7 K 4 7 DNSSSEC

resolver IP address -

EREET v R & TR
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 1238
;; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 4, ADDITIONAL: 1

:: QUESTION SECTION:
:www.ntu.edu.tw. IN A

- ANSWER SECTION:
www.ntu.edu.tw. 75962 IN A 140.112.8.116

2) 12 DNSSEC client %47 DNS 32
EREHE- S Linux e Biv i client & * T g 4
# dig tdnssec www.ntu.edu.tw @myresolver
# ¢ myresolver ;-5 # = ## iﬁ A {7 28 2% 45 c- DNSSSEC

resolver IP address -

FREEm T w R & T LR
;; =>>HEADER<<- opcode: QUERY, status: NOERROR, id: 1238
;; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 4, ADDITIONAL: 1

:: QUESTION SECTION:
‘www.ntu.edu.tw. IN A

- ANSWER SECTION:
www.ntu.edu.tw. 75962 IN A 140.112.8.116



4.2.12+5 DNSSEC &

* &2 pl3E 247 DNSSEC %3¢ » I p¥ DNS client 7 3% ¥ 3] DNS w=
& MEEiRARE o

# ¢ DNSSEC %% 7 DS 7 #f4aer DLV 73 f4a &> 3 AL
1%\'14)?*“}'?1" BvE o ml—"ﬁ-}\. e save.gov A I l’s_ﬁ AR e ZE2R
¢hdns.dsnsx.cs.nctu.edu.tw 5 fheh o fF 7 L IE L AP LT RSP o

217 DNSSEC % 3 & = w 78 P[5

1) 12 DNS client 247 DS 7 #f 485 DNSSEC 3

2) 12 DNS client jz47 DLV # g 4&:9 DNSSEC 4 #*

3) 4 DNSSEC client jz+7 DS 13 #f 4&:77 DNSSEC 4
4) 2 DNSSEC client fj#+7 DLV i #f 477 DNSSEC 3

DTS w SRR ehdy £ 8

1) 12 DNS client 247 DS 7 #f 485 DNSSEC 3
ERERE- S Linux s BT 5 clients @ % 0T 4 £
# dig save.gov @myresolver

# ¢ myresolver -4 5 % F A 17 % K 4 7 DNSSSEC

resolver IP address -

ERlEgn T v R T A
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 51205
;; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 6, ADDITIONAL: 2

;; QUESTION SECTION:
;save.gov. IN A

;; ANSWER SECTION:
save.gov. 558 IN A 198.137.240.104



2) 142 DNS client jz47 DLV # g 4 DNSSEC 4 #*
EREHE- S Linux e Eiv L client & * T g 4
# dig dns.dsnsx.cs.nctu.edu.tw (@myresolver
# ¢ myresolver -5 4 5 % F A 17 % K 4 7 DNSSSEC

resolver IP address -

EREELT v R & TR
. ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 42591
;; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 0

;; QUESTION SECTION:

:dns.dsnsx.cs.nctu.edu.tw. IN A
- ANSWER SECTION:
dns.dsnsx.cs.nctu.edu.tw. 600 IN A 140.113.87.22

3) 12 DNSSEC client 245 DS f if 47 DNSSEC

EREH- 5 Linux g BT client & * T g 4

# dig t+dnssec save.gov @myresolver
# ¢ myresolver -5 4 5 3 F A 17 % K 4 7 DNSSSEC
resolver IP address -

FREEm T w R & T LR
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 903
;; flags: gr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL.: 1

;s ANSWER SECTION:
save.gov. 319 IN A 198.137.240.104
save.gov. 319 IN RRSIG A7 2600

20111103215642 20111031205642 26144 save.gov.
hdJ+ompsy1vQCe9XEdOKB/OH8NjSUvwWOGkAcucKLICX1q7Q6wJdVYKoS
K9yJGHOKC+wbIGXAG4pOMVV1Vu2bBG5Kj6F1dNWP7SXmQC3hrWLcikmh
w40HsoY+hj8GmCyMtlYR/MAY 5wyiLSDtSJGAN20p3H32tCyrSksard7e 5f8=



%t v ¢ flags 5 2§ ad> 4 7 resolver ¢ %% iE §
TRE P @I RRSIG EEWEFGE - # % hEF & FpH
HFFINORRSIG M F R IO LR g4k -

4) 12 DNSSEC client fj#+7 DLV i #f 4277 DNSSEC 32

ERERE- S Linux s BT 5 clients @ % 0T 4 4
# dig tdnssec dns.dsnsx.cs.nctu.edu.tw @myresolver

# ¢ myresolver -5 4 5 % F A 17 % K 4 7 DNSSSEC

resolver IP address -

FRZULT v R AT TR
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 47310
;; flags: gr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: 2, ADDITIONAL.: 1

- ANSWER SECTION:

dns.dsnsx.cs.nctu.edu.tw. 600 [N A 140.113.87.22
dns.dsnsx.cs.nctu.edu.tw. 600 [N RRSIG A76600
20111127081401 20111028074041 57707 dsnsx.cs.nctu.edu.tw.
Mk2rYZLsRJNDjD8E3JzJVDbEsLUMZ6YQ9J11DyKASmnmX30W 36ru5ldz
ietD+IDhGpRObKwAatJ2xPHz4sJqqiOBpdGUiyaf2HXdG/SVMmMSZq9c
0s78d5Qq9JtsXsFovratbimWt+N7wjeg1t2rwW XsJ9Vxpm/0ldh2Ih03t gsM=

B E gt w ke flags g > § ad % 5 resolver @ % EiE &
g3 24 @I RRSIG - EEMEGE - &7 g F g e AL
% 3 RRSIG p 7 525 703 LF €4k o
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