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DNSEPRE - #H A% (1/2)

9
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B ’? IE'Z“\‘ ¥ ﬁ I%_ijq %g—" 6 7
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¥ B ¢ DNS server-L &

I[SC BIND
P o i ¥ 2 DNS servers #ic#d
2z @t BINDVY 9% 75k
FiTAgET B A (4.X~9.X)
B AT A T, 2~ ISCH | (http://www. isc. org)
i)"“ ¥ **UNIX platform (e~ 7 # 7 ¥|Windows =%
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DNS #p B ;&% 32

# BIND B &£ * Windows DNS ¥
3k Z_4% named. conf
WEEEMEER T
zone filegk 3K T
TR s 4% (SOA > NS> A> CNAME » MX > PTR--+)
it fR/F fR%
i & (master) /'t (slave) PR B bl %
4% f f#+ g i (Round Robin)
named2. $BH P 2 frds 22 in b
BIND x E fg 5%
named—-checkconf
# * nslookup/dig p ¥R



# BIND :B2&_* Windows DNS ?

Windows BIND
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2% Z_4%: named. conf

BIND (named) F&# 2. 3 & K T

B2 1% - /etc/named/named. conf z“
/usr/local/etc/named. conf

T* - 2 &4 7 DNS server #7it PRI
T_#& named F 5p I8 F ( options )
' é& root server =% ( zone )
frE 2 el LA ( zone )
F f% ( zone )
fo 5 ok Siiedk/ 3 By 5] &

3

£

D jud /r«} /ﬂ} Il



named. conf: options

¥/etc/named/named. conf

options {
directory "/var/named" ;
pid-file “/var/named/named. pid”;

allow-transfer { 211.72.211.71/32;211.72.210/24;};

b
Directory zone file #hZx 338 (3L 5 /etc)
pid-file DNS kx# pFiedrim 2 5L (PID) 2 #h &

allow-transfer &% @:i¥z2 % 7> &L [P
Al > A5k DNS T ohin

¥ o 45
options w7 4c s o wmisn {} FHEAL
PSR LR T R

# - B it (statement) e EFF %7
)ﬂf’&? [P X238 P 7vF 4 ; B
pid-file #TipE/EcniE IR LR 1 &

w22 pt 38 DNS e AXFR (& &

5L




A named. conf3k T T P PR

zone “.” {
type hint;
file “root. cache”;

s
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ftp://ftp.internic.net/domain/named.cache

anamed. confik T_it 7 4 5

zone ‘xxx. edu tw” {

type master;

file Z-xxx. edu tw” ;

allow-transfer [/ 168. 95. 1. 1,168 95.192. 1;/;
}' /¥ 1+ i Domain zone name f= IP & % # 5] */

- B LE PR EECedu tw) BBA T HED
[8F 7 s AR Ao 00K L‘f'r"?

] % master A %3k T_- slave A 3K T AT
file A HEE T4 2B directory %#k

/._,E; ; %'quF ‘5\

s allow-transferzk @ T4 %5 (zone,
XXX, edu tw)3 7% > @ options @ ¢ allow-transfer
P30 server *Tg #Feh 3% DNS zones %7 *%

“E-‘T"\i\-




A named. confk T_F f% 4 5

zone ‘0. 0. 127 in-addr, apra” {
type master; file ‘named local” ;
/s
zone “210.72.211. in-addr. arpa” {
type master;
file ‘R-211.72 2107 ;
I

® in-addr % Internet Address z & ° * ** IPv4 2 F f% >
[Pvb B * 1pb

® apra & F MR I3 dER
® [ % Internet 5 % ¥ Arpa 3+& 2 -

® & jzdAchz TLD, # & ¥ 4c” #F” 3 M2 347 % 11 arpa
% TLD




named. conf = &

e @@

#/etc/named. conf
options {
directory " /var/named" ; o
pid-file" “/var/named/named. pid” ;
# only for slave or none, default is any

allow-transfer { 211.72.211.71/32;211. 72. 210/24; } ;

}s
zone .7 |

type hint;

file “named.cache” ;
}s

zone “xxx.com. tw {
type master;
file “xxx.com. tw.hosts” ;
allow-transfer { 168.95.1.1;168.95.192.1;};
}s

zone “0.0.127. in-addr ’ apra” {
type master;
file “named.local” ;

}s

zone “210.72.211. in-addr. arpa” {
type master;
file “211.72.210.rev” ;

}s




named. conf W gf

B
options
root_server
i f%2/F % domaln zones

LD 2
w22 5 Y FFHEFAL GEYE)
AL E: ¥ %12 458 named-checkconf » named-
checkzone ¥ &z 4

3 % Zone Transfer F 4%

%455 Cache-Only L 8R|¥ £H & f&/F &3k T°F
¥ (T options/root/localhost)
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O O O 0O

7 hze4(RR > Resource Record)

o ZAL(FQDN) > #1& (8 #) 4 R 3L

o BB’ ( TTL > Time to Live )

0 R Y (class) o

o FoREE Al (type)

o ¥ %(rdata)

TTL F_pt — L FRA w0 DNS Cache P E
IN = &_ Internet

FHAA A 5

TA A - L FREEDOR G

s

FQDN class type rdata




%l})" ﬁ'”?/})t?!

$TTL 1D; /* #7s=, Default TTL = 86400 seconds */
@ 38400 IN SOA FalseDNS. xxx. edu. tw. HostMaster. xxx. edu. tw. (
2010073101 : Serial

43200 ; Refresh 12 hours

14400 : Retry 4 hours

345600 ; Expire 4 days

7200 : Negative cache 2 hours

)
xxX. edu. tw. 36400 IN NS nsl. xxx. edu. tw.
xxX. edu. tw. 36400 IN NS ns2. xxx. edu. tw.

nsl. xxx. edu. tw. 86400 IN A 211.72.211. 1
ns2. xxx. edu. tw. 86400 IN A 211.72. 211. 2

‘] T gx
1" LES

.
y .

@ hzsdkn TYPE § 3% % 7 g




& A« SOA RR

e o @ F | BOAsisk |Master Loe%in | [ EEE Email 5 @ 1 (L
\

\ / |
xxx. edu. tw |[ID JIN nsl. xxx. edu. tw.| |HostMaster. xxx. edu. tw.
( - TTL = -
2015061501 ;serial
43200 ;refresh slave % « ¢ 1 & ik & serial eniE > M LA FTEAE
14400 ; re‘try slave { #74 px » R|= [ - PFRF £ » master { #7
345600 ; eXpire Slave { #74 pcps FFAZ 1 p E R 2% M Zone
172800 :negative cache

SOA (Start Of Authority) 3s4x* »>tDNSp ¥, X & H & &
)J\Z R ﬁﬁ

SOA # &t~ Zone z A+~ FH 2 { A7 F Sd#icix Slave
DNS { #7vig *




NS/A RR

xxx.edu.tw. IN NS nsl.xxx.edu.tw.
xxx.edu.tw. IN NS ns2.xxx.edu.tw.
nsl.xxx.edu.tw. IN A 211.72.211.1
ns2.xxx.edu.tw. IN A 211.72.211.2

o =+ % Zone File » 4rf SOA - 4% > % & /EJE NS RR -

O NS 2o 7 7R 4 8 T8 0 - Rl 2 < %) D EE g (kT RN,
T B 2 BER) _ﬁﬁ;]?:r;f R # K

o NS zz4%2 RDATA % &- FQD g AT F [P s s 2V ET
— CNAME ze4% ( RFC *ﬁﬁ’)

o #£&3 SOA {4NS RR z. RDATA # & F - Bzoner! p ﬁ(%zr'i B)) > Rl R
B¥ Tk ﬁf‘%m A (Address) RR (i.e., Glued Records) - ri&m H
[P Address

O NS ze&$ &k A RR #7dp2 [P 7 it &L Private/Loopbak/multi-
cast % [P

O NS '"&x‘mﬁ’»?“'glﬁ}‘f"‘i%}ij_km, rT‘J,,B’»’B’I;;: A

—
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Master/Slave 4riw

nsl.xxx.edu.tw

ﬁi;ﬁ“

ns2.xxx.edu.tw

 #/etc/named. cont 2/etc/named. conf
FH ok £H i o
zone ‘xxx.edu tw” Jone “xxx. edu. 1w
type master;
file “xxx. edu. tw. hosts” , 011 79,911 1
211.72. 211. 2 file “Z-xxx. edu. tw”’ ;
none
}" /I;
® — ’;? Slave 2 # R % ¥ zone transfer
® Slave 1 fads 18 € fr Master B T A 8 F
FLenk % T L5 SOA 73
® Master A 7 FHGFHLEEREGT L > B
NIRRT 2= ol il Slave 7» g fe 5 3oL




Master/Slave i 9 B 48

Zone transfer ¥ 5 - B3 w > d Slave wH & ‘
authoritative Server (Master or ¥ — slave) %! 'JE T

ek Master ¢z Tt it Zone File mqaa U
BEE- X Slave 4 ¢ L 37 A7 5 v
g 2

" Refresh 2 & : & 7Fecfiwing j L

# * Bind 8.x/9.x 2 notify ¥ A

"‘a'f Master ?‘f%fr)&zﬁvﬂi‘ g&z’:‘z notify # 4 1“3 Zone File

79 NS RR » £ 3% lf“‘tl”f"ﬁf? AXFR
=B Blnd 9.x ¢ PRI fxd 0 FEM P
options { -
notify no;

]’.



i A B (PR IT)

1 xxx.edu.tw. HY Zone File §
$ORIGIN xxx.edu.tw.

IN NS nsl

IN NS ns2

nsl IN A 211.72.211.1
ns2 IN A 211.72.211.2
;wsl.deptl.xxx.edu.tw. IN A 211.72.211.101

$ORIGIN deptl.xxx.edu.tw.

IN NS nsl

IN NS ns2
nsl IN A 211.72.211.101
ns2 IN A 211.72.211.102

+ it )+ deptl #%F, % & pE- Sub-domain> M F A e 3

2 DNS 7 > Rl & F TRFRNS o 2
*+ nsl.deptl. xxx. edu. tw % ns2 *F £ = deptl. xxx. edu. tw.
e17 Zone File » ¥ #a4+ Master/Slave 2. & 4

de% Bt & Zone File ¥ 3 T &M T (Ir wsl.deptl. xxx. edu. tw) &
ﬁjﬂﬁmiwﬂﬁ%(“%ﬁ4$ﬁdwﬂJM£m¢w§E)

\4




CNAME (Canonical Name) RR

www.xxx.edu.tw. 3600 IN A 211.72.211.80
ftp.xxx.edu.tw. 3600 IN CNAME www.xxx.edu.tw.

o CNAME * 8 ® %] % » 4o£ 20 FIP - E‘Jgﬁi"d WWW i
oK@ T A ek ONAME > 2 d NS/M

X
0 CNAME Chain R4 - B2/ 5 2k & * ’ligﬁ' T %L




MX (Mail eXchange) RR

@ IN MX 10 mall

@ IN MX 20 imap

mail IN A 211.72.211.25
imap IN A 211.72.211.143

- JEFER ol 4 mail IN CNAME www 5254

o MX (Mail eXchange) =4% i SMTP pRiz#7rié * > H ¢
1100 20 £ o7 2R %ﬁfﬁm%i"'émﬁz—? IR
o 7*¥ i@ * A Zuér (hidden MX RR) kR~ & MX@ * (=
DN=FQDN) » fe deopt &4 & * — IR EF Mail Server
o St By, @ IN A 211.72.211.25
o AP B PRAR:
o Hotmail/Yahoo/Google =3 MX 5 i+ /A= 4 ?




L EXCECR -

XXX _.com.tw. 86400 IN SOA Nnsl.xxx.com.tw.
root.xxx.com.tw.
2002021301 : serial

1D ; refresh

1H , retry

1w ;. expiry
N 2D ; hegative cache
XXX .com.tw. 86400 IN NS Nsl.xxx.com.tw.
XXX .com.tw. 86400 IN NS NS2 . XXX.com.tw.
NSl .xXxx.com.tw. 86400 IN A 211.72.211.1
NS2.XXX.com.tw. 86400 IN A 211.72.211.2
WWW . XXX ..com . tw. 86400 IN A 211.72.211.80
Ftp.xxx.com.tw. 86400 IN CNAME WWW . XXX .com. tw.
XXX .com.tw. 86400 IN MX 10 mail . xXxx.com.tw.
XXX .com.tw. 86400 IN MX 20 Imap . xXxXx.com.tw.
mainl . xXxx.com.tw. 86400 IN A 211.72.211.25
Imap . Xxx.com.tw. 86400 IN A 211.72.211.143
wkl.deptl.xxx.com.tw. 86400 IN A 211.72.211.101
wk2 .deptl.xxx.com.tw. 86400 IN A 211.72.211.102

R F AR R Lk £ 9




7. A% L 2
$TTL/SORIGIN *k p8 it 3k =_
$TTL 86400 ; R TTL &> mk& & RR 2 TIL @F it @& F
$ORIGIN XXX. COM. tw. ; FpE*H4eF E4rk % zone EJ“’%'@
@ IN SOA nsl root (
2002021301 ; serial
1D ; refresh
1H ; retry
W ;. expiry
) 2D ; negative cache
IN NS nsl
IN NS ns2

IN MX 10 mail
IN MX 20 1map

nsl IN A 211.72.211.1

ns2 IN A 211.72.211. 2

WWW IN A 211.72.211. 80

ftp IN CNAME WWW

mail IN A 211.72.211.25

imap IN A 211.72.211.143

$ORIGIN deptl. xxx. com. tw.

wsl 38400 IN A 211.72.211.111
WS2 38400 IN A 211.72.211. 112



F i3k 22 % (named. conf)

Jone 210. 72 211. in-addr. arpa” {

type master;
file “210.72 211 rev” ;

/Z’.

o Kk f2i&X73 master/slave L2 & > B2 f2fe

e +thli—- Class C Ff%2>»% % Class B plv g =
72.211. in—addr. arpa.

e =4 im— B Class C» 3K T3 2 f4FH] » 553 fent
http://dns-learning. twnic. net. tw/DNS94/




#= ;& fZZone Filep %

STTL 86400
SORIGIN  211. 72 211. in-addr. apra.
NV S04 nsl. xxx. com. tw. Koot. xxx. com. tw, (
20030421 ;
86400,
3600
864000 ;
2D;

N NS nsl. xxx. com. tw.
N NS nsZ2. xxx. com. tw.
N PTR nsl. xxx. com. tw.
N PTR ns2z. xxx. com. tw.
N PIR pcd. xXxx. com. tw,
Vs 4‘}:_5’,‘ jé cee

e N~

e Kk %2 Zone File p F & & fZ25 W
« &2z TYPE 5 PIR ( Pointer) > 4z diie® IP R~ A L4
. IR R R - R




e

Fi2: 41* $GENERATE % i |

7 S04 £ NS RR w3

i IN PTR pcl. xxx. com. tw.
2 IN PTR pC2. XXX. com. tw.
3 IN PTR pcJd. XXX. com. tw.
31 IN PTR pcdl. xxx. com. tw.

e Fiti+ ¥ BIND 9.X 2 $GENERATE # sc % 7+ 5 :

$GENERATE 1-31 $ PTR  pc$. xxx. com. tw.
; 8 FE [-3] 0 HEgFHERFA 3] 77 PIR
; BIND 9. X #+¢ IN (Class) # 8

o SGENERATE 7=+ % *t o f23n4 » FiZ 40k




f 3%~ #irt it (Round Robin)

WWW IV 4 211.72.211. 80
WWW IV A4 211. 72 211. 81
pcl IV A4 211.72. 211. 80
pc’2 IV A 211. 72 211. 81

DNS @ &Lz f 4“4t (load sharing)
A A3Az DNS #amserddh (2)
do owww/mail @ # 3] GPRIr2 § T (load balance)®
Boid-H s Hp(e. g, Level 4 switch)

be b T — i FQDN 74 & Bt 2 [P =g

DNS server #rw e %k & » £ /% (round-robin)

. BIND 9.X ¢ ¥ iz B " R (i&¥z/etc/named. conf i
e E_rrset) 0 A - A fRE T




DNS Running %

e rg 2_ DNS ¥ _F @7 9
Port Scan P # 53/UDP (&R # i%)

nslookup - g=ns . Dns_server (%343 Root izék)
dig @dns_server . Ns

DNS # & % & 7.

pp /2‘%‘:;3:‘5 ’:J\‘ DNS #\}é{f""
ﬁé%vﬁ‘ét’\'& ! 1 7‘%:

A £ B erznae b 2 B4 (BINDVY vs. BINDvS)
PREAFTERF (LR ¥TE--)

% _Z 4 Router/Firewall Z#p# 7 53 port

7?}’4;)\ 'AE\‘/A:

2 %) 2 A f BAIER S H W2 m@ adt 5o
DNS m}jﬁr\?’

72 & TWNIC eBf thid = f247 + chR* 38
H



R S N nslookup/dig

I s
7 nslookup
o UNIX 2 Windows T & % 7

2
OF R b4 R



r2nslookup:ig HE(1)

[root@pc071 named |%# #F nslookp X S
Default Server: nsl.xxx.com. tw @RI pameserver
Address: 211.72.211.1 T

> . =
. WAEAEY S SOA T

Server: pc071. twnic. net. tw & XXx. com. tw.

Address: 211.72.211.71

XXX. Com. tw
origin = nsl.xxx. com. tw 4o Zone #77|z2.p % (SOA i)
mail addr = root. xxx. com. tw
serial = 2002021301
refresh = 86400 (1D)
retry = 3600 (1H)
expire = 604800 (1W)
minimum ttl = 172800 (2D)




2 nslookupif He(2)

XXX. com. tw nameserver = nsl. xxx. com. tw
XXX. com. tw nameserver = ns2. XxX. com. tw

nsl. xxx. com. tw 1internet address = 211.72.211.1
ns2. xxx. com. tw 1nternet address = 211.72.211. 2

7t

Qe s (FRE1H])




. nslookupif Hi(3)

[ root@pc071 named ]

Default Server: nsl.xxx.com. tw

Address: 211.72.211.1

>

Default Server: dns.hinet. net
Address: 168.95.1.1

>

>

Server: dns.hinet.net
Address: 168.95.1.1

D Y= z
AN A

[dns. hinet. net]

¥k Can’ t list domain hinet. net. :

>
>

Unspecified error

)T E A vev com tw o Zone Fila ™ %8

2 dns. hinet.net # i DNS Server

JLELP@ NS ‘747‘

¥t dns. hinet.net & % lIs

(list) —d(domain) F# (7 AXFR) >
B RRIELs -d 2454 A g r
BIND 9% 5

(Fugvipin g ) 7w nsl I
AXF ’*’;u ¥ Client IP w&.AXFR
Rl e 7]4 Zone File p %




rinslookupig B¥(4)

>

>

Server: nsl. xxx.com. tw

Address: 211.72.211.1

Name: WWW. XXX. com. tw

Addresses: 211.72.211.80
211.72.211. 81

>

Server: nsl. xxx.com. tw

Address: 211.72.211.1

Non-authoritative answer:

Name: WWW. mSn. com

Addresses: 207.68.171.
207.68. 171. 247 » 207.
207.68. 173. 244 » 207.
207.68.171. 244

245 -

68. 172.234 -
68. 173. 254 -

%38 www. Xxx. com. tw. T > F A A
i# IP» I E gt s4-% Round Robin >
FH- T —«uwwaﬁ T Bl

F%?ﬁéééil f‘zﬁﬂ%)‘g‘jilj
81 w5 §\J_ G2 vk
?I \‘—’3 t® F‘h‘}iﬁijﬁ z ﬁ_ EE?”E'J (\

% root serversik ¥ ﬁf

Non-authoritative answer # 7+ & 244 = F
A & 7 §_Cache A %k




rdigié B

[root@pc071 named ]#

; <> DiG 8.3 <O> @211, 72.211. 1 xxx. com. tw ns

; (1 server found)

;; res options: 1nit recurs defnam dnsrch

;3 got answer:

;3 —>>HEADER<<- opcode: » status: v 1d: 6

;s E}ags: qr aa rd ra; QUERY: 1> ANSWER: 2 - AUTHORITY: 0 - ADDITIONAL:

:; QUERY SECTION:

;5 ANSWER SECTION:
XXX. com. tw. ID IN NS ns2. xxx. com. tw.
XXX. com. tw. ID IN NS nsl. xxx. com. tw.

;3 ADDITIONAL SECTION:
ns2. xxx. com. tw. ID IN A 211.72. 211. 2
nsl. xxx. com. tw. ID IN A 211.72. 211. 1



d PRV —g 11 dig #& nslookup #§ fe3°
Hz 25 % DNS & affias > v 4
RFC 1034/1035 # Oreilly “DNS & BIND”
- 32 %
DNS#f & #2 3¢

Query QR OPCodes Flags Reserved RCodes
Identifier(16)
QDCount(16) ANCount(16)
NSCount(16) ARCount(16)

Question Section(32)

Answer Section(32)

Authority Section(32)

Additional Records Section(32)
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DNST R I EE A2

Open Recursive DNS Server

2E BENENRAR RS AT R .
(Attacker) (Bot) S vl T dst
r WERS 4 Lo

Open Recursive DNS resolver 45 Caching recursive DNS # /R E ¥ < R
(7@ * %) &% -Hke f245 (recursive name resolution)prR 7z




- 4 A5 l—ﬁ'r&»ﬁaﬁ DNS/E* & 5 £ B(7 3

UDP &2f) 4 % 5 25 £2473bytes - Wﬂf@ﬂ‘{« §)

2191

#4397 3 sDNSSEC » BlH 598w B4 5

%36 £21275bytes » v i< X 5 351

- INE 2 DNS f247 @R E = §:8 (7100 =x
2 T%sbfi 4 1.02 Mbps sz & & 0 @ 3T

~—

&
% e e T % 1 1128.8 Kbps 41 %
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35873 75 (Linux)
s 4
o Bind

#vi /etc/named/named.conf

Options {

Allow-recursion { 140.113.0.0/16;}; | 4|7 ke 4352 IP

HE

recursion no; BB iR 43
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DNS Z % %k =
Resolver(Cache Only)zE
DNS Logzk =_
= R PRE 2E K
Master and Slavezk =_




SR AL Joe 1 B

OS: Ubuntu 14.04 LTS

3E8VM : master(10.0.2.4) * slave(10.0.2.5)
resolver /client(10.0.2.6)

205 1 12345

3aVMOJLI 4R - o] DIEBNAT 42
#sudo apt-get update
#sudo apt-get dist-upgrade



Resolverze

>

#sudo apt-get install bind9 bind9-doc
dnsutils

«‘I‘ 'j;\ B.
/etc/bind/named. cont

/etc/bind/named. conf. options

/etc/bind/named. conf. local
% 5 binds »
#named -v
BIND 9.9.5-3ubuntu0.5-Ubuntu (Extended Support Version)




i

Resolver %

1 52 7E/etc/bind/named. conf. options

options {
directory "/var/cache/bind";
BE
dnssec-validation auto;
auth-nxdomain no; # conform to RFC1035
listen-on-v6 { any; };
allow-recursion { 127.0.0.1; 10.0.2.4; };
allow-transfer { none; };



Resolver %

i

S T R
#sudo /etc/init.d/bind9? restart

MEBMHESEIER

I|m||

#Hnslookup 127.0.0.1
Al iEmasterfislave - [OlresolverB & IES
master#nslookup 10.0.2.6
10.0.2.6

slave#nslookup


http://www.google.com/
http://www.google.com/
http://www.google.com/

DNS Logik Z_

IR A ME R bindMlogB A BB TE
#less /etc/apparmor.d /usr.sbin.named
#sudo mkdir /var/log/named
#sudo chown -R bind:bind /var/log/named

File /etc/apparmor.d/usr.sbin.named
# some people like to put logs in /var/log/named/ instead of having
# syslog do the heavy lifting.

/var/log/named/** rw,

/var/log/named/ rw,




DNS Logik =_

0 #vi /etc/bind /named.conf.local

logging {
category default {default_log;};
category queries {query_log;};
channel default_log {
file "/var/log/named/dns-default.log” versions 3 size 10m;
severity info;
print-severity yes;
print-time yes;
¥
channel query_log {
file "/var/log/named/dns-query.log” versions 3 size 50m;
severity info;
print-time yes;
¥
I3

default : zzéxbindex® 21 4 27 zone i@ ¥ ik i

query : 3zéxclients] s* DNS % 39 e ékx



DNS Logzk =_

A% XE 5T Z 18 B AT R E) bind
/etc/init.d /bind? restart
B & /var/log/named B £%E

#r
iy
i)
8

Bk
-

root@radius:/var/log/namedf 1ls

2 bind bind 41096
dewaxL—“ 10 root syslog 4056 J z
—-rw-r——r—— 1 bind bind 440 H 20 08:49 dns-default.log
—rw-r——r—— 1 bind bind 0 A 20 08:49 dns—querv.log




T ), 5] AR =8 2R A

-1 Master: 10.0.2.4
1 Slave : 10.0.2.5
1 Client : 10.0.2.6




T ), 5] AR =8 2R A

o Master :
o vi /etc/bind /named.conf.local

e N

zone “mydomain.edu.tw" {
type master;
file "/etc/bind/z.mydomain.edu.tw ",
allow-transfer { 10.0.2.5; };




T ), 5] AR =8 2R A

0 Slave:
0 #vi /etc/bind /named.conf.local

de N
zone “mydomain.edu.tw” {
type slave;
masters {
10.0.2.4;
I3
file "/etc/bind/slave.z.mydomain.edu.tw ";
allow-transfer { none; };




”

=z 1a]

o 03 H0 2/
HY j7jl—\|:|2

o N/ —t— e
Master : z.mydomain.edutwig XA A
#vi /etc/bind /z.mydomain.edu.tw
$TTL 3600
$ORIGIN mydomain.edu.tw.
@ IN SOA nsl.mydomain.edu.tw. hostmaster.mydomain.edu.tw. (
2015060902  ; Serial Number
1800 ; Refresh 30M
900 ; Retry  15M
604800 ; Expire 7D
604800 ) ; Minimum
IN NS nsl.mydomain.edu.tw.
IN NS ns2.mydomain.edu.tw.
nsl IN A 10.0.2.4
ns2 IN A 10.0.2.5
WWW IN A 140.126.180.41
docs IN  CNAME ghs.google.com.

ftp 90

OIN A 10.0.2.100




T ), 5] AR =8 2R A

0 EHT R E I masterBslave bind
0 Master : #/etc/init.d /bind9 restart
0 Slave : #/etc/init.d /bind9 restart




T el fal iR s

HO=J1
“I<RAX

\

e Bslavere S B W EmasterE 78 2K fzone

Slave : #less /etc/bind /slave.z.mydomain.edu.tw

Slave 5 & Flslave.z. mydomoun edutwig = -

1

IETE - 1.3 zone transferlE

=

NE,

% 5%



1 e, el AR B 2R e

&€ Fclient(10.0.2.6) 5B :flzone NS - BE
N ANES
Hnslookup 10.0.2.4
Hnslookup 10.0.2.5
Hnslookup www.google.com 10.0.2.4
#dig @10.0.2.5 soa mydomain.edu.tw
#dig @10.0.2.4 ns mydomain.edu.tw



ftp://ftp.mydomain.edu.tw/
ftp://ftp.mydomain.edu.tw/

T ), 5] AR =8 2R A

0 #dig @10.0.2.5 ftp.mydomain.edu.tw
0 #dig @10.0.2.5 www.mydomain.edu.tw
1 checkA _ERVTTL
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